[punoxenne Ne2. UndopmannonHas naMsaTKa s 00y4aOIIMXCH JJI pa3MelleHUs1 Ha
opuumnanbHbIX UHTEpHET-pecypcax

C Kax/bIM TroJIOM MOJIOJIE’KU B MHTEPHETE CTAHOBUTHLCS OOJIbLIE, a IIKOJIBHUKH OJHU U3
caMbIX AaKTHBHBIX Iojb3oBaTenell PyHera. Mexnay TeM, INOMHMO OIpPOMHOIO KOJIHMYECTBA
BO3MOXHOCTEH, HHTEPHET HECeT U MpoOsieMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe301acHo
HaXOAWUTHCS B CETH.

Komnvromepnvie supycor

KoMmmbroTepHslii  BUpYC — 3TO  Ppa3HOBUJHOCTH  KOMIBIOTEPHBIX  IIPOIpaMM,
OTIIMYUTEIILHOW OCOOCHHOCTBIO KOTOPOW SIBJISIETCSI CIIOCOOHOCTh K pa3sMHOXKeHHuio. B
JIOTIOJTHEHUE K 3TOMY, BUPYCHl MOTYT MOBPEIUTh WJIM TMOJIHOCTBIO YHUYTOXHUTH BCe (hailibl u
JJAHHBIE, MOJKOHTPOJbHBIE IOJIb30BATENI0, OT MMEHU KOTOPOro ObUIa 3allyllleHa 3apaxxEHHas
IporpaMMa, a TakKe MOBPEAUTh WM AK€ YHHUYTOXHUTH ONEPALMOHHYIO CHCTEMY CO BCEMH
(aitiamu B 1ienoM. B G0IBIIMHCTBE Cily4aeB pacpOCTPaHSIOTCA BUPYChI UYePE3 HHTEPHET.

Mertoasl 3aIUTHI OT BPEJOHOCHBIX IPOTPaMM:

1. Hcnons3yil COBpeMEHHBIE ONEpAallMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHb
3aIIUATHI OT BPEJOHOCHBIX POTPaMM;

2. TlocrosHHO ycTaHaBiaMBail mautu (UM(POBBIE 3aIUIATKH, KOTOpPHIE aBTOMATHYECKU
YCTaHABIIMBAIOTCSI C LENbI0 JOPaOTKU MpPOrpaMMbl) U Apyrue OOHOBJIEHHS CBOEH
ornepanuoHHON cucteMbl. CKauuBai UX TOJBKO ¢ OPULIMANBHOTO caiiTa pa3paboTynKa
OC. Ecnu cyniecTByeT pesKuM aBTOMATHYECKOIO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paborail Ha cBOeM KOMIIbIOTEpE MOJ MIPaBaMu I0JIb30BATENs, a HE aIMUHUCTPATOpa.
OTO HE MO3BOJMUT OOJBIIMHCTBY BPEAOHOCHBIX HPOrpaMM MHCTaNIMPOBATHCA Ha
TBOEM I1€PCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonw3yil aHTUBHPYCHBIE MTPOrPaMMHBIE MPOIYKThl U3BECTHBIX MPOU3BOAMUTENCH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpanuub (pU3NUECKUil JOCTyN K KOMIBIOTEPY AJIsl HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHENIHWE HOCUTENU MH(OPMaIUK, Takue Kak (iemka, AMcK uin (aiin us
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHUKOB;

7. He oTkpeiBali KOMIbIOTEpHBIE (haillibl, MOJyYEHHbIE M3 HEHAJEKHBIX UCTOUYHUKOB.
Jaxe T1e (aiinpl, KOoTOpble Npucial TBOM 3HaKOMbIM. Jlyuie yrouHu y Hero,
OTIPABJISUI JIU OH Te0e HX.
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Cemu WI-FI

Wi-Fi - 3T0 He BU nepenaun JaHHBIX, HE TEXHOJOTHsI, a BCETO JIUIb OpeH 1, Mapka. Eme
B 1991 rony Huaepnanjackass kommnanusi 3apeructpuponana opens « WECA», uto o0o3Havao
cnoBocouetanne « Wireless Fidelity», koTopslii mepeBouTCs Kak «0ecrpoBOAHASI TOYHOCTHY.

Jlo Hamiero BpeMEHH JoluIa apyras abOpeBHaTypa, KOTOpas SBIISIETCS TaKOW JKe
TeXHOJIOTHeH. 910 abbpeBuarypa « Wi-Fi». Takoe Ha3BaHHe OBUIO JaHO ¢ HAMEKOM Ha CTaHAAPT
BBICIIN# 3ByKOBO# TexHukH Hi-Fi, 4To B mepeBoie 03HaYaeT «BBICOKAst TOYHOCTHY.

Ja, OecrulaTHbI MHTEPHET-JOCTYI B Kade, OTesIX M a’poroprax SABJISETCS OTIMYHON
BO3MOXXHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE AKCHEepTHl CYMTAIOT, YTO 00menocTynapie Wi-

Fi cetu He sBisArOTCS OE30IIACHBIMU.

CogeTsl 110 Oe30macHOCTH paboTe B 001IeOCTYHBIX ceTsXx Wi-fi:
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He nepenaBaii cBoro nuuHyio uH(popMmaiuio uepe3 odbmenocrynueie Wi-Fi ceru.
PaGoras B HUX, KenaTeabHO HE BBOJAWUTH MApOJU JOCTYMA, JIOTUHBI M KaKHEe-TO
HOMeEpa;

Hcnone3yit 1 0OOHOBISANH aHTUBUPYCHBIE IPOrpaMMbl U Opanamayep. TeM caMbIM Thl
obe3omacuilb cesi OT 3aKaYKH BHUpYyca Ha TBOE YCTPOHCTBO;

[Ipu wucnonb3oBanuu Wi-Fi otkmtoun ¢yskmuio «OOmmit nocryn k ¢aiinam u
npuHTepam». JlaHHas (QYHKUIUS 3aKpeiTa [0 YMOJYaHHIO, OJHAKO HEKOTOpbIE
I0JIb30BATENH aKTUBUPYIOT €€ ISl yA00CTBa UCIIONb30BaHMsl B paboTe min yuebe;

He ucnone3yit nmyOanmunsiii WI-FI nns nmepenaum nUYHBIX JaHHBIX, HAIpUMEp JUIS
BBIXO/Ia B COIIMAJIbHBIE CETU WJIM B AJIEKTPOHHYIO MOUTY;

Nnone3yit Tonpko 3amuineHHoe coenuHenue uepes HTTPS, a uve HTTP, 1.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

B wmoOunbHOoM Tenedone orkmoun  pynkuuio «[lomkmouenne k- Wi-Fi
aBToMaTHyeckn». He nomyckail aBTOMaTH4eCcKOro MoAKJIIOUEHHUsI yCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

Cle;uaﬂbele cemu

CouumanbHble CETH aKTMBHO BXOJAT B HAIIy JKU3Hb, MHOTHE JIIOJU pabOTalOT U >KUBYT
TaM TIOCTOsIHHO, a B Facebook y»xe 3apeructpupoBan MuUuIMap 4esloBEK, YTO SIBISETCS OQHOMN
celbMOM BceX JKuTeNled IUIaHeThl. MHOrMe MoJb30BaTelNd HE MOHMMAIOT, 4TO WHGOpMalus,
pa3MelnieHHasl UMU B COL[MAJIbHBIX CETSIX, MOXKET ObITh HalJIeHa U HCIIO0JIb30BaHa KEM YrOJIHO, B
TOM YMCJI€ HE 00513aTeNIbHO ¢ OJ1ariMHU HaMEepEeHHUSIMH.

OCHOBHBIC COBETHI 110 0€30IIACHOCTH B COMHUaJIbHBIX CCTAX:

I.

2.

Orpanuub CHUCOK Jpy3ed. Y TeOst B Jpy3bsX HE JODKHO OBbITh CIy4daillHBIX U
HE3HAKOMBIX JIFOJEH;

3amumiail cBol 4YacTHyro kHU3Hb. He ykaspiBall maponu, TeiaedoHbl, aapeca, naTy
TBOETO POXKACHUSA U JAPYryl0 JIMYHYI HHPOpPMALHUIO. 3IOYMBIIUIEHHUKH MOTYT
UCIOJIb30BaTh Jaxke HMH(OpPMAlMIO O TOM, KaK Thl U TBOU POAMTENH IJIAHUPYETE
IIPOBECTU KAHUKYJIBI;

3amumail CBOO peryTanuio - Aep>KU e B YHCTOTE U 3ajaBaii cebe BOmpoc: XoTemd Obl
ThI, YTOOBI ApYyrUe MOJb30BaTENN BUJIENIH, YTO Thl 3arpyxkaems? [logymai, npexnie
YeM YTO-TO OIyOJIMKOBaTh, HAIUCATh U 3arPy3HTh;

Ecau Tl TOBOpHUILIB C JIFOJIBMH, KOTOPBIX HE 3HAEIllb, HE UCIOJb3YyH CBOE peajbHOE
UMS U JIPYTYIO JIMYHYIO HH(DOpPMAIUM: UMS, MECTO JKHUTEIbCTBA, MECTO y4eOBbl H
npouee;

N36eraii pazmenienus ¢ororpaduii B IHTEpHETE, TIE THI N300paKeH HA MECTHOCTH,
10 KOTOPOI MOKHO OIPEJEIUTh TBOE MECTOIOJIOKEHUE;

[Tpu peructpanyu B COIMATBHON CETH HEOOXOAUMO HCITOIB30BATh CJIOXKHBIE TTAPOJIIH,
cocrosimue u3 OykB ¥ (P U ¢ KOJTUUIECTBOM 3HAKOB HE MEHee §;

Jnst connanbHOM CeTH, MOYTHI U APYTHX CAaWTOB HEOOXOAMMO HCIIOJIB30BATh Pa3HbIC
naponu. Toraa ecnu Tedst B3IOMAIOT, TO 3JI0YMBIIUIEHHUKY MOIYy4YaT JOCTYH TOJBKO
K OJHOMY MECTY, a HE BO BCE Cpasy.

DnekmponHvle OeHbeU

DNEeKTPOHHBIE IEHBIM — 3TO OYEHb YJAO0OHBIN CIOCOO IUIaTeXeH, OJTHAKO CYIECTBYIOT
MOLIEHHUKH, KOTOPBIE XOTAT MOJYYUTh ITH JICHbIH.

BHGKTI)OHHBIG JCHBI'M ITIOABHUJINCH COBCEM HCAABHO M MMCHHO H3-3a 3TOI'O BO MHOI'MX
rocygapCTBax A0 CUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.
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B Poccun xe oHM (YHKUMOHHPYIOT M O HHMX YK€ NIpPONHCAHO B 3aKOHE, TIe HX
pa3lensloT Ha HECKOJIbKO BHUAOB — AHOHMMHBIE M HE AHOHMMHBIE. PasHuma B TOM, 4TO
QHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs MPOBOAWTH onepauuu 0e3 HACHTHPHUKAUU
M0JIH30BATEINs], @ B HEAHOHUMHBIX WACHTU(DUKALIMH MTOJIB30BATENs ABISETCS 003aTEIbHOM.

Taxke cienyer pa3nuyarh JEKTPOHHBbIE (DPUATHBIE JEHBIM (PaBHBI T'OCYJapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(HUATHBIE IEHbI'M (HE PaBHBI TOCYJaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 6€30MacHOM paboTe C INEKTPOHHBIMU JEHbIAMU:

1. TpuBsbku K cueTy MOOWIBHBIM TernedoH. DTo caMblif y10OHBIH U OBICTPBII cIOCOO
BOCCTAaHOBUTBH JOCTYN K cuery. lIpuBsi3aHHBIN TenepoH MOMOXKET, eciau 3a0yIellb
CBOJ IUTATEKHBIN NIApOJIb WIM 3al/CIIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonw3yii ogHopa3oBble maposi. [locime mepexona Ha YCHICHHYHO aBTOPHU3AIUIO
Tebe yke He OyAeT yrposkaTh ONACHOCTh KPa)kul MIIM TepexBaTa IJIaTeXHOIo MapoJs;

3. BriGepu crnoxsbiii nmapoib. llpectynHukam OyaeT He MPOCTO YraaaTh CIIOXKHBIN
naposb. Hanexnsle napoiam — 3TO Mapoiu, KOTOPbIE COAEPKAT HE MEHEE § 3HAKOB U
BKJIIOUYAIOT B c€0sl CTPOYHbIE U NPONUCHBIE OYKBBI, HU(PBI U HECKOJIBKO CHUMBOJIOB,
TaKue KakK 3HaK J1ojuiapa, GyHTra, BOCKIHMIATEeNbHbIH 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE IaHHBIE HA cailiTaX, KOTOPBIM HE JIOBEPSICILIb.

aflek’mpOHHa}Z nouma

DneKTpOHHAas oYTa — 3TO TEXHOJIOTHUS U MPEJOCTaBIsIEMbIE €10 YCIYTH O NMEPECHUIKE U
HOJYYEHUIO BJIEKTPOHHBIX COOOILICHUH, KOTOpBIE PACHPENENSAIOTCS B KOMIBIOTEPHOW CETH.
O6bruHO AJIEKTPOHHBIN MIOYTOBBIN ALK BBITJISIIAT CJIEIYOIAM oOpa3zom:
UMs_TIOJIb30BaTesI(@KUMsL_JoMeHa. Takke KpoMme Iepeauyd HpoCTOro TEKCTa, HMEeTCs
BO3MO>KHOCTb IepeaaBaTh (paisbl.

OcCHOBHBIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHON MOUYTOM:

1. Hago BbIOpaTh NpaBUIIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpPOMHBIN BBIOOD
OecCIuUTaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JYYIIE JOBEPATh TEM, KOTO 3HACIIh U KTO
IIEPBBIN B PEUTHUHTE;

2. He yxa3piBail B IMYHOM MouTe JU4HYI0 HMHPopMmanuio. Hanpumep, nydiie BoIOpaTh
«My3bIKaTIbHBINA _(aHaT@» uin «pok2013» BMecTo «Temal3y;

3. Hcmonp3yil ABYXATAIMHYIO aBTOPU3AIMIO. DTO KOTAa TOMUMO MapoJisi Hy>KHO BBOJIUTH
KOJI, IpHUChLIaeMblil mo SMS;

4. BpiOepu CIOXKHBIM Maposib. s KaXKa0ro MOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnm ectb BO3MOXXHOCTh HAIMCAaThb CAMOMY CBOW JIMYHBIA BOIIPOC, MCIOJIB3YH 3Ty
BO3MO>KHOCTB;

6. Vcnonb3yil HECKONBbKO IMOYTOBBIX SIIMKOB. [lepBblif Uisi YaCTHOM NEPENUCKU C
azpecaTamMM, KOTOPBIM Tbl JOBEpSEIIb. OJTO AJIEKTPOHHBIM aJpec HE HaJo
MCTIOJIB30BATh TPU PETUCTPAIIH HA POpyMax U calTax;

7. He otkpbiBail (ailnbl U Apyrue BIOKEHUS B MUCbMAxX JaXe €CIU OHM HPULLIH OT
TBOUX Jpy3ei. Jlydllle yTouHU y HUX, OTHPABIISIIN JIU OHU TeOe 3T (ailibl;

8. Ilocne okoHuaHUs PabOTHl HAa IMOYTOBOM CEPBHCE IEPEe] 3aKPBITUEM BKJIAIKHU C
calToM He 3a0yJlb Ha)KaTh Ha «BBIATHY.
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Kubepbynnune unu supmyanvrnoe uzoesamenbcmeo

KubepOynmnuar — mpecnegoBaHue COOOMICHUSMHU, COJEPKAIIMMH OCKOpOJICHHS,
arpeccuio, 3alyruBaHKe; XYJIUTAaHCTBO; COLMATbHOE OOMKOTHPOBAHHE C TIOMOIINBIO PA3IUYHBIX
WHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KNOEPOYIITMHIOM:

1. He Opocaiics B 60ii. JIy4muii crioco0: MOCOBETOBAThCA KaK ceOsl BECTH U, €CIIA HET
TOT0, K KOMY MOXXHO OOpaTHUThCS, TO BHayalle yCIOKOUThCSA. Eciau Thl HauHellb
OTBEYATh OCKOPOJICHMSIMH Ha OCKOPOJEHHS, TO TOJBKO elle OOJIbIIe pa30oXiKelllb
KOH(JIHKT;

2. VYmpansii cBoeil kubeppenyTanuei;

3. AHOHUMHOCTHh B ceTH MHHMMAas. CyIIeCTBYIOT CHOCOObI BBISICHUTb, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUTaHCKHUI 00pa3 BUPTyaibHOU KU3HU. IHTEpHET QUKCUpPYET Bce

TBOM JICHCTBUS M COXPAHSAET UX. Y AAIUTh UX OyJeT KpaiiHe 3aTpyAHUTEIbHO;

Coburonail CBOM BUPTYaJIbHYIO YECTh CMOJIOIY;

6. UrHopupyit enuHuuHbli HeraTuB. OJHOpa30Bble OCKOPOUTENbHBIE COOOLICHUS
Jyuiie urHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcsl Ha Ha4aJlbHOM cTauu;

7. ban arpeccopa. B nporpaMmMax o6MeHa MTHOBEHHBIMU COOOLICHUSMH, B COLIMATIBHBIX
CeTSIX €CThb BO3MOXKHOCTb OJIOKUPOBKHM OTIIPaBKU COOOLIEHUI C OMNpeesIeHHbIX
aJipecos;

8. Eciu Tel cBugerens kubepOyiuHra. TBoum neWCTBUA: BBICTYNUTh IMPOTHUB
npecieaoBaress, IOKa3aTb €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HETaTUBHO,
MOJJIEpKaTh KEPTBY, KOTOPOM HyXHa IICUXOJIOTMYECKas IOMOIlb, COOOIIMTH
B3pOCIIBIM O (haKTe arpecCUBHOIO MOBEACHUS B CETH.
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Mobunvubiii menegon

CoBpemennble cMapTQOHBI U IUIAHIIETHI COAEpKAT B ceOe BIIOJIHE B3POCIHbII
(yHKIMOHAN, W Temnepb OHM MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMH KOMITHIOTEpPAMHU.
OpnnHako, CpeJICTB 3alUTHI AJs MOAOOHBIX YCTPOMCTB MOKa OYeHb Malo. TecTupoBaHHE U MOUCK
YSA3BUMOCTEN B HHUX MPOMCXOJHUT HE TaK MHTEHCUBHO, Kak s [IK, TO e camoe kacaercs u
MOOUJIBHBIX MPUITOKEHHI.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl ykKe MPAaKTUYECKU JOTHAM HACTOJIbHBIE aHAlIOTH,
OJIHAKO paciMpeHue (yHKIMOHAIa BJIEUET 3a CO0O0il OOJIBIIYIO CIIOXKHOCTH U MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENN BBHIMYCKAIOT OOHOBICHHS, 3aKPHIBAIONINE KPUTHUECKUE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI J1s1 0€30MacCHOCTH MOOMIBHOTO TeneoHa:

1. Hwuuero He sBiseTcs Mo-HAcTOsIIeMy OecruiaTHBIM. Byas ocTopokeH, BeAb Koraa
TeOe mpeayararoT OeCIUTATHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IUIaTHBIE YCIIYTH;

2. Hywmaii, npexae yem otnpaButb SMS, poro wiu Bugeo. Thl TOYHO 3HACIID, TI€ OHU

OyIyT B KOHEUHOM HTOTE?

Heo6xonumMo 0OHOBIIATE ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHA;

4. Vcnonw3yil aHTUBUPYCHBIE MPOTPAMMBbI 1J11 MOOUIILHBIX TeNe()OHOB;
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5. He 3arpy:xail npuIOKEHUS OT HEU3BECTHOIO UCTOYHUKA, BEAb OHU MOTYT COLEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeUeHHUE;

6. Ilocne Toro kKak THI BBIMJEIIH C caiiTa, T/Ie BBOAWI JHUYHYIO WHGOPMAIUIO, 3alIu B
HaCTPOUWKH Opay3epa u ynanu cookies;

7. llepuonnuecku nMpoBepsid KaKue IUIATHbIE YCIYT'H AaKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoif HOMEpP MOOWIBHOTO Tele(dOoHa TOJIBKO JIFOASM, KOTOPHIX ThI 3HACIIb U
KOMY JIOBEpsI€IlIb;

9. Bluetooth gomxeH ObITh BBIKIIOUEH, KOTZIa Thl UM HE MOJb3yemibcs. He 3a0bpiBaii
MHOT1a IPOBEPSITH 3TO.

Online uepul

CoBpeMEHHbBIE OHJIAMH-UTPBl — 3TO KpacOYHbIE, 3aXBaThIBAIOIIME pPAa3BICUYCHUS,
00BEAMHSIOINE COTHHU ThICAY YEJIOBEK M0 BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MHUP,
OO0IIAI0TCS IPYT € APYTOM, BBIIOJHSIOT 3aJlaHMsl, CPaXaroTCsd ¢ MOHCTPAMM U TOJIyYalOT OIIBIT.
3a yJIOBOJBCTBUE OHU IUIATAT: MOKYMAarOT JUCK, OIUIAYMBAIOT a0OHEMEHT WJIM HpUOOpeTaroT
KAaKHe-TO OILUU.

Bce »tm cpenctBa MIyT Ha MOAAEPKAHME W Pa3BUTHE WIPBI, a TaKXKE Ha camy
0€30MacCHOCTh: COBEPILIECHCTBYIOTCSI CUCTEMBbl AaBTOPHU3ALMM, BBIMYCKAIOTCSI HOBBIE IAaTYU
(unpoBble 3amIaTKy I IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,[[O6HBIX urpax CTOHUT OIIACATbCA HE CTOJIbKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXu
TBOCTO IMapoJjid, HA KOTOPOM OCHOBaHa CUCTEMA aBTOPU3alIUN OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOET'O UTPOBOT'0 AKKAYHTA:

1. Ecnu apyroii urpok BezeT ceOs MII0X0 WM CO3JaeT Tebe HeNPUATHOCTH, 3a0I0KUpy i
€ro B CIIUCKE UTPOKOB;

2. Iloxamyiics aAMHMHHCTpaTOpaM WIpbl Ha IUIOXO€ IIOBEJEHHUE OTOIO HIPOKA,

JKEJaTeJIbHO IIPWIOKUTD KAKUE-TO JOKA3aTeNIbCTBA B BUJIE CKPUHOB;

He yka3biBail muunyto nHpopmaruio B mpodaiise urpsr;

VYBakail Ipyrux y4aCTHUKOB 110 UTPE;

He ycranaBnuBaii HeoumaibHble TaTYM U MOJIBI;

Hcnons3yit COXKHBIE M pa3HbIE TAPOJIH;

Jlaxxe BO BpeMs WIpbl HE CTOMT OTKJIIOUaTh aHTUBUpPYC. Iloka Tl urpaems, TBON

KOMITBIOTEP MOTYT 3apa3uTh.

NownkwWw

Duwiune unu Kpaosica TU4YHbLX OaHHBIX

OObIYHON Kpaked JeHer M JOKYMEHTOB CErofHs y>X€ HHKOro He yauBHfllb, HO C
pa3sBUTHEM HMHTEPHET-TEXHOJOIMH 3JO0YMBIIUICHHUKH TEPEeMECTWINCh B HMHTEPHET, U
IPOJIOJKAIOT 3aHUMAThCS «ITIOOMMBIMY JIETIOM.

Tak mosiBHIIach HOBAst yrpo3a: MHTEPHET-MOIICHHUYECTBA WIIM (DHIIMHT, TJIABHAS LIENb
KOTOPOT'O COCTOHMT B TOJYyYeHHH KOH(UACHIMAIBHBIX TaHHBIX IIOJIb30BATENCH — JIOTUHOB H
naponeii. Ha anrnmiickom si3pike phishing unraercs kak ¢ummnr (ot fishing — priOHas J1oBis,
password — mapoJb).

OCHOBHBIE COBETHI 110 OOPBHOE ¢ PUITHHTOM:

1. Cnemn 3a cBOMM aKKayHTOM. Eciu Thl mojo3peBaelib, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKUPOBaTh €€ M COOOIIUTHh aJMHHUCTPATOpPAM
pecypca 00 3TOM Kak MOKHO CKOpee;
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2. Hcnonw3yii Oe3omacHple BeO-caiThl, B TOM 4YHCIIe, HWHTEPHET-Mara3uHoB U
ITOMCKOBBIX CUCTEM;

3. Hcnonp3yii cioxHbIe U pa3Hble Mapoiu. TakuM oOpa3oM, eciiu TeOs B3JIOMAroOT, TO
37I0YMBIIIJIEHHUKH MOJy4YaT JOCTYH TOJIBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, a HE
KO BCEM;

4. Ecnu T1e0s B3JIOMad, TO HEOOXOJUMO MpPEenyNpeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpbIE JJ0OaBJIeHbl Y T€OS B JPYy3bsiX, O TOM, YTO TeOs B3JIOMalIM M, BO3MOXHO, OT

TBOETr0 UMEHH OyJIeT pacChlIaThCS CIaM U CChUIKU Ha (DUIIMHTOBBIE CANTHI;

YcranoBu HaaexHbli mapois (PIN) Ha MoOuiIbHBIN Tenedow;

OTkir04M coXpaHeHHe rnapoJs B Opaysepe;

7. He otkpbiBail (ailnbl U Apyrue BIOKEHUS B MUCbMAx JaXe €CIU OHHM HPUILTH OT
TBOUX Jpy3ei. Jlydllle yTouHU y HUX, OTHPABIISUIM JIU OHU TeOe 3TH (PaiiIbl.

SN

Lugposas penymayus

Hudposas pemyranus - 3T0O HETaTUBHAS WM MO3UTHBHAS MH(OpMAalLUsS B CETU O Tebe.
Komnpomerupytomas uHpopmanus pa3MelleHHas B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU u3HU. «LludpoBas pemyranus» - 3T0 TBOW UMUK, KOTOPbII
(dhopmupyercs uz nHpopManuu o Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘{e6LI, TBOC (bI/IHaHCOBOG ITOJIOXKCHHUC, 0COOEHHOCTHU XapaKkTepa
" paCCKa3bl O OJM3KHUX — BCE OTO HAKAIIJIMBACTCS B CETH.

MHorue noJIpoCTKU JErKOMBICIIEHHO OTHOCATCA K IMyOJIMKAallMM JTUYHOM MH(pOpManuu B
WHTepHeTe, HE MOHMMAas BO3MOXKHBIX NOCIEACTBUI. ThI 1ae HE CMOXKEIIb JOTaAaTrbcs O TOM,
yT0 (poTorpadus, pasmerieHHas 5 JeT Ha3a/l, cTajla IPUYMHONW 0TKa3a NPUHATH TeOst Ha paboTy.

KomMmenTapuu, pasmemenue TBoux ¢Gotorpaduii u apyrue JeHCTBUSL MOTYT HeE
UCYE3HYTh JaXe I0CJIE€ TOro, Kak Thl UX YJaIWIIb. Thl HE 3Haelb, KTO COXPaHWI 3Ty
uH(pOpMaIMIO, MoNajia JU OHAa B MOMCKOBBIE CUCTEMBl U COXpPAHWJIACH JIU OHA, a TJaBHOE: UTO
HNOJYMAIOT 0 Tebe OKpy»Xkarollee oAU, KOTOpble HaliayT M yBuIAT 3To. Halitu undopmaruio
MHOTO JIET CIIyCTSI CMOXET JII000M — Kak M3 J0OpbhIX MOOYXAECHUH, TaK U C HAMEpPEHUEM
OPUYMHUTH Bpe. ITO MOKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 10 3alIUTe HU(POBON PEIyTaIiH:

1. Tlomymaii, mpexae yeM 4To-TO IMyOJMKOBaTh M IMepeaaBaTh y ceOs B Oyiore Wi B
COLIMAJILHOMU CETH;

2. B HacTpoiikax npoduisi yCTAHOBH OTPaHUYCHHS Ha IIPOCMOTP TBOETO MPOMHIIS U ero
COZIEP>KUMOT0, CAIENall €ro TOJIBKO «IUIS JPY3ei»;

3. He pa3memaii u He yka3piBail HH(pOpMAIHIO, KOTOpPask MOXKET KOTO-TH00 OCKOPOIAThH
WA OOMKaTh.

Aemopckoe npaso

CoBpeMeHHbIE IIKOJIBHUKW— AaKTHUBHBIE I0JIb30BaTEIM LHU(PPOBOro MPOCTPAHCTBA.
OpHako JajneKo He BCe 3HAIOT, YTO ITOJIb30BaHUE MHOTHMH BO3MOXHOCTSIMH IH(POBOTO MHpa
TpeOyeT coOI0AeHNs IPAaB HAa UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTbD.

TepMuH «uHTEIJIEKTyalbHasi COOCTBEHHOCTH» OTHOCUTCS K PAa3JIMYHBIM TBOPEHHIM
YeJIOBEYCCKOr0 yMa, HAauMHAsI C HOBBIX M300PETCHMIA U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha TPOAYKTHl M YCIyTH , W 3aKaH4YMBass KHHUramu, (otorpadusiMu, KHHOPWIBMAMHU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.
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ABTOpCKHE ITpaBa — 3TO MpaBa Ha UHTEUIEKTYyaIbHYI0 COOCTBEHHOCTh HAa IIPOU3BEICHUS
HayKH, JINTEPATYPbI U UCKyCCTBA. ABTOPCKHUE IIpaBa BHICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
HHTEJJIEKTYalIbHBIN/TBOPUECKUI TPy aBTOpa HE OYyJEeT HaIllpacHbIM, JIaCT €My CHpaBeIMBbIC
BO3MOXHOCTH 3apa00TaTh Ha pe3ysbTaTaxX CBOETro TpyJa, NOJYYUTh U3BECTHOCTh U NMPHU3HAHUE.
Hukro 6e3 pa3pernienus aBTopa He MOKET BOCIIPOU3BOIUTD €r0 IPOU3BE/IEHUE, PACTIPOCTPAHSATD,
nyOJIMYHO JI€MOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, IyCKaThb B MPOKAT, MyOIMYHO
WCIIOJIHATH, IOKA3bIBATh/UCTIONHATD B 3(Upe UK pa3MewiaTh B IHTepHeTe.

Hcnonn3oBanne «IIHUPATCKOTO0» NPpOTrpaMMHOTO o0ecreYeHHsT MOKET MMPUBCCTH K MHOTUM
pUCKaM: OT INOTCpHU HAaHHBIX K TBOUM A4aKKayHTaM IO 6J'IOI(I/Ip0BKI/I TBOCTO yCTpOﬁCTBa, rac
yCTaHOBJIeHHI)Iﬁ HC JICrajibHas IIporpaMma. He crout Ttaxxe 336BIBaTB, 4TO CYHIECTBYCT
JerajabHbIC U OCCIIaTHEBIC mporpamMmal, KOTOPLIC MOXKHO HalTH B CETH.

O nopmane

CereBu4yok.p) — TBOU TJIAaBHBI COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Yy3HaTh O
0€30MacCHOCTH B CE€TH TOHSITHBIM W JIOCTYIHBIM SI3BIKOM, & TIPU BO3HHUKHOBEHUU KPUTHUUYECKOU
CUTyalluu OOpaTUThCA 32 COBETOM. A TakKe MPHUHATH y4acTHe B KOHKYpPCaxX U CTaTh CaMbIM
IU(HPOBBIM TPaKTAHUHOM !
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